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Budgets slashed
— Working smarter

acing another tough year with
Fbudget cuts reverberating at every
level, institutions must take a hard

stance when evaluating which areas to
grow and which areas to curtail. Anti-
money laundering (AML) and compliance
functions can ill afford to be compro-
mised, yet they are not above the fray. In
his inaugural address, President Obama
said, “The question we ask today is not
whether our government is too big or too
small, but whether it works.” This is as
true for government as it is for financial
institutions. The question that must be
asked is not whether a compliance depart-
ment is too big or too small, but whether it
works. Now, more than ever, is the time
to take a closer look at your AML and
compliance operations to identify how to
improve efficiency and work smarter.
Review your AML and compliance systems

Historically, institutions perceived the
purchase of AML software tobe anecessary
cost of doing business with no bottom-line
benefit. As budgets and resources shrink,
institutions now look to derive value from
their AML compliance investment by
seeking a direct return on investment (ROI)
correlation. That means evaluating the cost/
benefit of a compliance system from a func-
tional, strategic and enterprise-wide perspec-
tive. Aligning AML technology with business
strategies and enterprise-wide objectives will
provide institutions with a comprehensive,
cost-effective program that can withstand
regulatory scrutiny. Smaller institutions
that previously found it difficult to justify
significant investment in technology can
now derive similar benefits and value from
“AML Lite” offerings, developed with their
specific needs and budgets in mind.

From a practical perspective, strate-
gic priorities, budget or other issues may
prevent organizations from taking the

L)

necessary steps to implement AML com-
pliance technology on an enterprise-wide
scale. In the interim, institutions should
ask themselves if the issues can easily be
resolved with a simpler solution.

Can your existing system be fine-tuned
to satisfy new requirements or regulatory
changes? Constant changes in regulatory
supervision, its lack of consistency and

will ensure that the most risky and rele-
vant matches are identified and prioritized
for immediate investigation.

Is this an opportunity to re-focus and
right-size? Determine if it is feasible to
combine the conversion of a merged or
acquired entity with an AML enterprise-
wide project to gain economies of scale.
The success of such an undertaking is

Human capital is an organization’s
most valuable asset — and usually

the most costly

more stringent enforcement drive the need
for institutions and their IT organizations
to continually close the gaps between exist-
ing AML systems and newer technologies.
Perhaps an upgrade to a more recent version
or an inexpensive enhancement is all that is
needed to bring a system up-to-date.

Can fine-tuning or using a risk-based
ranking of alerts further reduce the number
of false positives? Different vendors use
different methodologies and strategies to
help minimize false positives and manage
alerts. Consider working closer with your
vendor(s) to understand the filtering behav-
ior of the software and to achieve a more
manageable process. This can have a posi-
tive impact on work flows and enable you to
allocate resources more effectively.

Has a merger or acquisition left you
with two disparate systems that cannot be
integrated? Mitigate the risk of discovery
after-the-fact by engaging a trusted third
party to perform a forensic analysis. This

largely dependent on corporate culture,
governance structure and having con-
sistent controls across all business units,
subsidiaries and affiliates. Or, perhaps an
AML Lite version is more appropriate.
Allocate human capital wisely

Human capital is an organization’s most
valuable asset — and usually the most
costly. According to Celent, 64 percent of
AML costs are staff-related. Combine this
with Gartner’s estimates that the global
penetration rate of AML software within
the financial services sector is only about
50 percent, and compliance is clearly a
manually-intensive, high-cost function.
As institutions are forced to do more with
less, their interest in new tools and tech-
nologies may be lessened by mandates to
maximize what they already have to get
the job done. This begs the question: Are
you utilizing your staff wisely?

Investigating and researching alerts is
one of the most time consuming and costly
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manual functions in compliance. The goal
is to drill down to the most relevant and
potential true alerts so they can be flagged
for further research, monitoring and
potential reporting. Large databases and
the sheer volume of alerts generated make
this a very cumbersome process. Gaining
efficiencies here is tricky because of the
potential risk involved in overlooking a
“true” match. Work closely with your
vendor(s) to maximize filtering param-
eters, business rules and other enhance-
ments developed specifically to eliminate
false positives. Using technology to elimi-
nate false positives and return only highly
relevant alerts will free compliance staff
to focus on the most critical, higher-level
alerts. For global entities, leveraging pro-
fessionals in offshore locations can create
a cost-effective co-sourcing model for
managing compliance functions.

is often one of the first areas slashed when
budget cuts are made.

Institutions cannot ignore training
completely. An ongoing employee train-
ing program is one of the four required
elements for a BSA/AML compliance pro-
gram. At a minimum, institutions must
provide annual training on their policies
and procedures, the relevant federal laws
and regulatory AML requirements. But is
annual training enough to keep up with
the increasingly sophisticated complexity
of today’s money laundering schemes and
financial crimes? And how can an institu-
tion deliver more cost-effective training?

Utilize existing training. Different
departments within an organization often
require training around the same topic.
This is particularly true when educat-
ing staff on AML and compliance issues.
Creating a centralized, enterprise-wide

At the center of AML
compliance and a key
focus for regulators

1S suspicious activity
detection and reporting

Invest in training

At the center of AML compliance and
a key focus for regulators is suspicious
activity detection and reporting. A KPMG
survey covering six global regions (224
banks and 55 countries) indicated that
staff awareness remains the predominant
method for detecting suspicious transac-
tions. A well-trained compliance staff is
the first line of defense in detecting suspi-
cious activity. They safeguard an institu-
tion’s financial and reputational integrity.
They are also the backbone of an effective
alert review process. A well-trained com-
pliance staff can distinguish false posi-
tives from true matches, thereby reducing
the number of alerts for investigation and
saving the institution money. Yet, training

library of training presentations and mate-
rials provides consistency, avoids duplicate
costs of purchasing similar materials and
makes it easy to keep everything current.

Explore different options to meet imme-
diate training needs. There may be a need
to develop several different AML and
compliance training modules but time,
resource and cost constraints are an issue.
Consider hiring a trainer on a short-term
contract to get the project done. Then,
establish a “train the trainer” model for
knowledge transfer.

Use online or distance learning tools.
E-learning solutions and computer-based
delivery of training have matured into the
most cost-effective medium to reach a large
audience. Software sharing programs such
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as NetMeeting or WebEx provide a simple,
inexpensive way to deliver training to small
groups of people across a number of loca-
tions. Webinars eliminate travel expenses
and are targeted to specific audiences and
topics making it easy to provide the right
training for the appropriate staff.
Understand the risk/reward balancing act

Risk appetite is a critical consideration
when evaluating strategic compliance
decisions. Any viable compliance strategy
involves a series of trade-offs between the
assessment of uncertain outcomes and the
organization’s objectives and goals. The
regulator’s focus can, at times, be at odds
with these objectives and goals. Thus,
compromises must be made. This is espe-
cially true when trying to tailor filtering
and monitoring processes to fit internal risk
policies, industry-specific requirements
and the risk appetite of an institution.

Establishing risk criteria is a delicate
balancing act. Setting the risk threshold
too narrow can mean missing a potential
threat. Too broad, and the overwhelming
number of alerts prevents prioritizing the
alerts with the highest relevance. The con-
cept of a balancing act applies to both com-
pliance staff and training. If there is not
sufficient staff or they are not well trained,
there will be a greater number of alerts for
investigation resulting in a longer review
time and more exposure for the institu-
tion. If there are too many employees, the
cost becomes unwieldy.

A sustainable risk-based approach for
intelligent filtering and monitoring should:

e reduce the quantity but improve the
quality of alerts

e systematically rank alerts by relevance
to maximize investigation

e provide a well-defined methodology
that is defendable to regulators

e strike a balance between technology
and manual intervention

If forecasts are correct, recovery from
the financial crisis of 2008 will be a long,
slow process. Budgets will continue to be
challenged as risk and compliance teams
struggle to stay ahead of the money laun-
derers and criminals. Only by working
smarter and optimizing the efficiency of
compliance operations will institutions be
able to meet the challenge. >

Carol Stabile, CAMS, senior business man-
ager, Safe Banking Systems LLC, Mineola,
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